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Myth #1
'It's been 30 years, IPv6 is undeployable’



IPv6 Adoption

IPv6 Adoption

Per-Country IPv6 adoption

We are continuously measuring the availability of IPv6 connectivity among Google users. The graph shows the percentage of users that access Google over IPv6.
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ASN
AS36183
AS54113
AS13335
AS266700
AS264642
AS27833
AS265777
AS266668
AS27747
AS14593
AS52268
AS271914
AS52405
AS27984
AS264830
AS273965
AS11815
AS28009
AS273833
AS272928
AS52419
AS263789
AS266721
AS264754
AS11664
AS61449
AS269874
AS27927
AS269909
AS27818
AS27976

AS Name
AKAMAI-AS - Akamai Technologies, Inc.
FASTLY - Fastly, Inc.
CLOUDFLARENET - Cloudflare, Inc.
AS266700 - HONORABLE CAMARA DE DIPUTADOS DE LA NACION
AS264642 - TELESISTEMA S.R.L.
AS27833 - BVNET S.A.
AS265777 - SOLUCIONES WISP S.A.
AS266668 - OBERCOM S.R.L.
AS27747 - Telecentro S.A.
SPACEX-STARLINK - Space Exploration Technologies Corporation
AS52268 - COPELCO LTDA. (CUTRAL-CO)
AS271914 - SEMPRINI EMILIANO EFREN
AS52405 - Caleta Video Cable SRL
AS27984 - Ver Tv S.A.

AS264830 - Coop. de Luz y Fuerza Elect. Industria y Otros Serv. Publicos,Vivienda y Credito de Punta Alta Ltda

AS273965 - NETIC COMUNICACIONES S.A.S.

AS11815 - Cooperativa Telefonica de V.G.G. Ltda.

AS28009 - Davitel S.A.

AS273833 - IQ NET SA

AS272928 - P&C ON LINE S.R.L. (NETWAY INTERNET)

AS52419 - CESOP

AS263789 - CORTUC S.A.

AS266721 - VISIO RED SRL

AS264754 - SWISSNET S.R.L.

AS11664 - Techtel LMDS Comunicaciones Interactivas S.A.

AS61449 - RESEARCH SRL

AS269874 - COOPERATIVA ELECTRICA MIXTA DEL OESTE Y OTROS SERVICIOS PUBLICOS LIMITADA
AS27927 - Coop. Popular de Elec., Obras y Servicios Pub. de Santa Rosa LTDA
AS269909 - COMTEC S. A.

AS27818 - Cotesma

AS27976 - Coop. de Servicios Publicos de Morteros Ltda.

Source: https://stats.labs.apnic.net/ipv6/AR

IPv6 Capable IPv6 Preferred
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67.54%
67.79%
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360

68
42,551
486
38,512
41,380
10,357
25,205
1,273,298
345,861
6,061
9,182
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83,011
11,935
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8,895
12,314
2,259
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1,931
1,541
7,444
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7,247



IPV6 Adoption Elephant
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Myth #2
"I dont need to de,ploy IPv6"



end: flags=88e3<UP,BROADCAST,SMART,RUNNING,NOARP,SIMPLEX,MULTICAST> mtu 1500
options=6460<TS04,TS06,CHANNEL_IO,PARTIAL_CSUM,ZEROINVERT_CSUM>
ether 006:53:00:2c:ef:66
inet6 fe80::146a:1802:9a94:e5a4%en@ prefixlen 64 secured scopeid Oxb
inet6 2001:df9:0:1:c20:f250:9b91:2b% prefixlen 64 autoconf secured
inet6 2001:df9:0:1:dd4b:e782:c109:f120 prefixlen 64 autoconf temporary
inet 192.0.0.2 netmask Oxffffffff broadcast 192.0.0.2

inet6 2001:df9:0:1:865:2056:7822:deel prefixlen 64 clat46
nat64 prefix 64:ff9b:: prefixlen 96
nd6 options=201<PERFORMNUD,DAD>
media: autoselect
status: active
[furry@Wintermute ~]$

GF
RTT Diff (ms): -21.15 ms

co
p| RTT Diff (ms): 9.61 ms
RTTD T8 ¥

BO
RTT Diff (ms): -7.36 ms

PY

oL RTT Diff (ms): -9.06 ms

RTT Diff (ms): -6.46 ms

AR
RTT Diff (ms): -0.74 ms
—ZzTToT . 21.151

Source: https://stats.labs.apnic.net/



Myth #3
"I can think about it tomorrow..."
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Myth #4
"IPV6 is just IPVY with 128-bits addresses’



Some Examples...

Nejghbour DISQOVe,ry instead of ARP
No NAT

Stoateless Address Autoconpuguro\‘tion
Link-local addresses
Mul‘tiple addresses per host
/64 eer se_gme_n‘t

DHCPV6 Prefix De_legoction




My‘tln #5
’rhe_ 30&’ s to Je_ploy IPv6 alor\g&de IPvd"



pool = 19%.51.100.1

host4
10.0.0.1

10.0.0.1 {-> 19%.51.100.1

Ipv‘( packe‘ts

ipvq packe‘ts

- J

.

ipv‘( -onlc/.example.QOM

192.0.2.250

-

_

ww.e)(ample.ne‘t

203.0.113.1
PRR:

~

J




- — e e e e e e e — — — — — o — — — -

NAT
pool = 19¥.51.100.0/30
10.0.0.1 {&-> 19%.51.100.1

host 4
10.0.0.1

2001:dbg::

ipv‘( Packe‘ts

IPV6 packets

N

ipv‘(-onlt/.e)(ample.QOM

192.0.2.250

-

_

M.e)(ample.ne‘t

203.0.113.1
JPPR::1

~

J




Hoppy Et/ebaus (Simpli{:ied)

1. Connec‘ting over IPv6 w r
host A4 . Connecting over IPV4 >
2001:db%::1 3. Connection established over IPV6
192.0.2.1 < >
uw.e):ample.net
3PRR:
203.0.113.1
1. Connec‘ting over IPvé
hostB . Conne_c‘ting over IPV4
21221?:’1?0-8';"‘ < 3. Connection established over IPVY >

L Network j




Dual-Stack: The Honey and the Stimj

N

2001:dbg::1
host

10.0.0.1

M.example.ne‘t
JPRR
203.0.113.1




Dual-Stack Doesn’t Solve_
the IPVvY Exhaustion Problem






Reo\ching IPV‘I-OV\IV Destinations From an IPV6"OV\[L/ Network

DNS64
uses 64:FFab:./96
To represent
IPVY

ipv‘!-ov\ly.example.QOw\

]Pv‘l‘—only.e)«xmple.com
has IPV6 address
64:ff9b::192.0.2.250

¥

NAT 64
pool = 19%.51.100.0/30

Pre;P6‘-(: 64:PRab:: /96

192.0.2.250

ipv‘-{ packe_'ts

IPVG
packets &P@%:;ma.o.a.so $>192.0.2.50
host4 /

ipvé packets ( \
\ Ww.e)tample_.ne,‘t

|
|

2001:db i1 :

:

|

: 203.0.113.1

|

:

|

3PRR:1

\_ y

- — e e e e e o — — — — — — —

An ideal IPvé-only Enterprise Network

A



Myth #6
You con not tum off IPVY"



Reaching IPV‘(-or\ly Destinations from an IPV6-OV\IY Network

npv‘(-ov\ly exomple_ com \
has IPv6 address

6q PRAb:192.0.2.250 DNsé4
ses 64:PRAb:/96
\(‘to repre,se_n‘t
IPWY

kos‘D

:Pv‘( —only.e::ample.QOM

192.0.2.250

NAT6Y )

IPV6- e
enabled eV
application packets

Pre,P6‘(: 64:FR9b:: /96

64:PRP9L:1192.0.2.50 {>192.0.2.50

/L

ipv4 packets

_—e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e = = = = = = = = = —



El;m;noct;nf, DNS64

_——e— e e e e - - - — -

network s‘ugv\als to hosts

S that PREF6Y is 64:PPab::/96

IPv6-
enabled
applico:tion

ipv‘l

hos‘t\

T~

ipv6
packets

/

-

-

64:PP9b:1192.0.2.50 {>192.0.2.50

NAT6Y )

pref64: 64:PRAL:/26

e e B e e e B e e e e e e s e Y e e e e S e e e e e e e e e e e e e e e e e e e S el e B e e S e e Bl e B o2

ieve packets

iPVQ-onlt/.e)(amP[e.com

192.0.2.250
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Incremental Migrox‘tion: Dedicated Network?

(" hostd ) (" hostd ) IPv6-
‘.Pv6—on|l/ Ipvé—onlt’/ l
capa‘:le capable ONn V

2001:db% i 2001:db % :1:ian vian

\_10:00.1 | 7777 U ,

dua ——
a hostB ) <tock - é hostB 0
2001:db%::b 2001dbE:blm 1
_ 10.0.0.2 vian _ 10.0.0.2 i““lk
sStac
vian
hostcC hostcC
[ 10.0.0.3 | \ ) [ 10.0.0.3 l \ )

* Operattonal comple,x?ty + Limited issues obse,rVo\lﬁhty
* Scalo&:}l?ty concemns * Hif,he,r IPv4 consumptlion



Incremen’tal Miﬁra‘tion: IPVG-MoS‘tlt/

A network e_no&:hm] co-existence of IPV6-onlt/ and IPv4-enabled devices

[Qlien't Signo\ls its v6-only capabil‘ty]

!

server doesn't pnovide_ IPVv4 to such clients i this
network Suppor‘cs them (has NAT6EY)




RFC8925: How to Use DHCPVY to Tum IPv4 OFF

DHCP Discover

V/ \ DHCP Discover ATh
with .
Option 10¢ ?P‘t;on LO?
== "I can Be IPQZV\ leu
IPv6-onlt/" IPv6-only
k/ 2 offer wit
"Ch
HCP Offer e
DHCP e it ge_ts ) ) Option 10¢ |
Server Do not use IPVY
S DHCP Discover DHCP Discover
Legacy host
\___ T 5| Creeds IPV)
DHCP Offer DHCP ORR
Legoac er
o (host gets IPv4) (host gets IPv4)

Kﬂe,'twor'k Se_gme,n‘tj
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DHCP Re_que,s‘t
with Option 10%

<
DHCP Server| DHCP Offer
with Option | with Op‘tioMO?

10¢ SuPPor‘t
(host doesn't

get IPV4)

DHCP OfRer
(10.0.0.1)

network sigv\a\ls to hosts

S that PREF6Y is 64:PRAb::/96

~

_

ipv‘(

pockets

IPv6-
enabled

applica‘tion

2001:db g1

hos‘D

T~

7

Duséd
uses 64:PP9b::/A6

to represent
IPVvY

/

ipv6
packets

NAT64

ipv6
packets

J

DHCP Reques‘t
(o Option 10%)

le

(d

IPV4-enabled
host
10.0.0.1

ww.@:ample.com
203.0.113.1
3PPR:

ipv4 packets

ipvq-on[y.e)(o.mple.com

192.0.2.250

e 5 0 O D D O D D (D D D D D D D D ) D ) (D ) D ) (D (D () D D D ) (D D D D () D D D e D ) D (D D S (O (O (S S o O

ipv4 packets
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/ s \\ host 4

< 2001:db%::1 NAT
Pi:flf 10.0.0.1 10.0.0.0/% <> 19%.51.100.0/24
10.0.0.0/24
hostB
10.0.0.2

DS

(.

Dual-Stack Enterprise Network

J




(:DHCP Se_rv;r\

OOl:
10.0.0.0/24
responds

KOp't?o: 10 y

[ Mséqj

~

host 4
2001:dbg::1 NAT
10.0.0.1 10.0.0.0/¢% <> 19€.51.100.0/24
hostB
10.0.0.2 NAT 64

64:PRAb ipvd > ipvd
network includes

eref64 (64:£P9b::/26)

wnto IPV6 R4 IPv6- Mos‘tlc./ Enterprise A/e_twork
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IPVG-only sys‘te,ms IPv4-enabled St/s‘te_ms

K“ N ~ ~
W e .
6 chromeQOS embedded OSes
\- W, \_ Y
by defoult see next slide

IPV6-Mos’Cly En‘terprise, Network
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In November 2025, we announced the private preview of Windows CLAT, marking a major milestone
in helping customers operate successfully on IPv6-only and IPv6-mostly networks.

Since then, we've worked closely with customers across government, enterprise, and the broader internet community to validate the feature, refine the
experience, and ensure it's ready to scale.
If you're interested in the background on why Windows CLAT exists, how it works, and the standards it's built on, we encourage you to read the original

announcement:

B Windows CLAT Enters Private Preview: A Milestone for IPv6 Adoption

Public Preview Now Available

Today, we're thrilled to announce that Windows CLAT is now available in public preview.

The public preview is available starting with Windows Insider Canary 7 build #29599-1000, 7 and will continue to become available in other Windows
Insider Channels over the coming weeks. This expands access beyond the private preview cohort and enables a broader set of customers to evaluate
Windows CLAT in their environments and provide feedback as we continue toward general availability. For public preview, we also now support Group

Policy Object (GPO) 2 to configure Windows CLAT.
33




NetworkManager 1.58 Released With 464 XLAT CLAT Support &
GENEVE Interface

Written by Michael Larabel in Linux Networking on 20 July 2026 at 04:12 PM EDT. 3 Comments

NetworkManager 1.58 is out today with the latest feature enhancements for bettering
wired and wireless network management on Linux.

NetworkManager 1.58 adds support for 464XLAT Customer-side Translator (CLAT) to
create a virtual IPv4 interface for intercepting outbound IPv4 traffic from legacy
applications and translate the headers into IPv6. 464 XLAT is for helping IPv6 transition
to allow devices on IPv6-only networks to still access legacy IPv4 services and applications.

B r/ipv6 - 1y ago -
fe80:/10
S UnderEu o

NetworkManager v1.52 finally adds support for RFC
8925 - "IPv6-only preferred” DHCPv4 option

34






You Are Not Ope_ra\‘tinﬁ IPv6
Until
You Turn IPv4 OFF



Se‘C‘tIng Expectations: Network

« All Wdden issues resurface
+« IPv6 SPQQ?‘P?QS become evident
* Fragmento\‘t?on
+ Extension headers (IPSec)
* Security policies (ICMP vs ICMPV6)
* Mul‘tiple_ addresses per host



+ Choose pilo’t loca\‘tkor\s wise,lt/
o* Iden‘tipt/ ke_t/ Teams and Find a“?e,S
* Start with low-lr\amging fruit

* 3ue$‘t networks

* mobile devices/ laptops



Se_‘t‘t?n<3 Expec‘ta‘tions: Humans

* * &+ *

Pe,op
Pe_op
Pe_op
Pe_op

(4 wAl

e 3e‘t confused
e e)Tec‘t IPv4

e WA

be r‘e,-e_naum IPv4
l Ee tumm5] IPVG O‘P‘P
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This Is Not the End...



Questions?
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