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DNS Recursivo detras de NAT64



Agenda

‘ 5
| oonmonce .
z ¢ oo ) r ]
A LS ==
psd -—
B ndaaasd
—— e

iDe todo un poco!
DNS/NAT/IPv4/IPv6/NAT64

ol== 9,./'./-.

D
e, -
v sty i 28 o =
e 4, =
- o —

@G
lacnic®



Tema 1

DNS Recursivo detras
de NAT64



¢Qué es un DNS recursivo?

“Servicio que extrae informacion de

Servidores de Nombres en respuesta a
solicitudes de clientes” (RFC1034)

« Recibe queries (nombre, clase, tipo) + RD

 Responde desde su cache, o bien realiza

busqueda iterativa en autoritativos, haciendo
recursion desde la raiz del DNS.



Busqueda DNS

Query

‘foo.g6.asso.fr
RR?

6 9
L]

name server

Query
— . ‘foo.g6.asso.fr glue
o RR? . fr
Qe R efer thSSO.fr NS ............ name server
Recursive Qllef*y glue]
Sn ;?:r ‘foo.g6.asso.fr
RR? — asso.fr
E € RefertogG.GSSO.fr NS [_I.. name server
i stuel  Query
5 g § ERep ‘ 0.g6.asso.fr’ RR?
o g’ ' ly RRGfOr g6.a$$0.fr
S foo.g6.asso. name server

resolver fr

roo







cQue es NAT?

Network Address Translation

Private IP address Public IP address

192.168.1.2

Router 1
192.168.1.1 202.45.1.1
—k
Switch 1 NAT Device
192.168.1.3
192.168.1.4 www.nwkings.com

https://callwave.com/network-address-translation/
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Traduccion de cabeceras (i)

IPv4

Version, IHL TOS Total Length
Identification Flags, fragment offset
TTL Protocol Header Checksum

Source Address

Destination Address

Payload

IPVv6

IVersloanrafﬁc class Flow label
Payload length Next header Hop limit
Source Address
Destination Address
Next Header | Reserved Frag Offset Res M
Identification
Payload
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Traduccion de cabeceras (ii)

Dlgz.o.z.l

MAC

IP

PORT

DATA

01:01:01:01:01:01

02:02:02:02:02:02

2001:dh8:ffﬁg

192.0.2.1
10.0.0.4

6123
80

Hola

04:04:04:04:04:04

-

03:03:03:03:03:03

2001:db8:aaaa::1
2001:db8:ffff::1

6123
80

Hola
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NAT64/DNS64

IPv4 Internet Dual-stack

o & o &
)4 ) 4 v ) 4

DNS

L 4

L 4

www.example.com A 192.0.1.3

www.example.com ?

\

DNS64

Y% 192,05 3

www.example.com

IPv6

L 4

192.0.2.3 -> 64:ff9b::c00:103
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Situacion

The deployment of IPv6-only networks is becoming
more widespread as IPv6 adoption continues to grow.
However, the transition to IPv6-only operation brings
specific challenges, one of which is that some DNS zones
are only served by IPv4-only authoritative servers. This
can cause problems for IPv6-only iterative resolvers as
they do not have access to an IPv4 network

https://www.ietf.org/archive/id/draft-momoka-v6ops-ipv6-

only-resolver-02.html






IPv6 IPv4 DNS

NAT64 DNS

\\ Recursivo

Servidor DNS IPv6 Only
detras de un NAT64 lacn,c“’;e




El problema

IPv6-only iterative name servers fail to work. root-server J

IPv4/IPv6 dual Stack

example trying to resolve ieee.org.

IPv4/IPv6 dual Stack

a0.org.afilias-nst.info. J

IPv6 only iterative resolver

nsl.ieee.org.
IPv4 single Stack




Resultado

IPv6-only Capable
Resolvers Utilising NAT64

Servidor DNS IPv6 Only
detras de un NAT64

https://www.ietf.org/archive/id/draft-momoka-v6ops-ipv6-

only-resolver-02.html ﬁé@
lacnic



Resolvedor iterativo (recursive) IPv6-only que no resuelve
ieee.org (ni muchos otros como hola.com.es, abc.com.py,
pe.gov.br)

IPv6-only iterative name servers fail to work. root-server
IPv4/IPv6 dual Stack

example trying to resolve ieee.org.

IPv4/IPv6 dual Stack

~ J a0.org.afilias-nst.info. J

' N
IPv6 only iterative resolver nsl.ieee.org.
~ IPv4 single Stack
B V,
https://blog.lacnic.net/ipv6/adopcion-de-ipv6-y-los-desafios-de-los-resolvedores- 0

iterativos-solo-ipv6
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Solucion

IPv6 Internet f
IPv6 network
IPv6 only
iterative
IPv6 Authoritative resolver
name server \ IPv4 Authoritative

name server

https://blog.lacnic.net/ipv6/adopcion-de-ipv6-y-los-desafios-
de-los-resolvedores-iterativos-solo-ipv6
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Ventajas

* No se rompe nada

» Todo funciona a la
normalidad

* Ahorro de direcciones |Pv4
* Ventajas inherentes a
tener una red 100% IPv6

Only
1. Administracion de un solo
stack

2. Memoria & CPU



Demo

Estos dominios solo tienen
NSs IPv4

* abc.com.py

* pe.gov.br

* procesal.cl

» clicavisos.com.ar
* hola.com.es



¢,Dudas? / Consultas /
Quejas
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