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Why LightScope?

• Dark space for telescopes is 
shrinking

• LightScope provides new vantage 
points
• LightScope leverages in-use IPs that 

attackers may know about
• Full visibility L4 TCP scanning through 

L7 application interactions

• Complements dark space 
monitoring
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What is LightScope?

• LightScope leverages in-use IPs
• Unused ports become 

telescopes/honeypots 
• Forwards to ISI honeypot

• Anonymized adopter IP
• Passed IRB

• Extremely lightweight
• Over 295 NRP.Ai nodes, median 

7.5% of a single core /  191 MB
• Limitations

• TCP syn only
• Keep resource utilization low
• No UDP or backscatter
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Current Deployment
• 27 domains
• 243 endpoints not behind a firewall or NAT

Domain Endpoints Domain Endpoints
ucsd.edu 57 garr.it 1
internet2.edu 46 ionos.com 1
sdsc.edu 35 metronet.cz 1
nebraska.edu 28 ministryofcompute.com 1
amazon.com 15 nd.edu 1
Private 8 purevoltage.com 1
dfn.de 3 rg.net 1
fiu.edu 2 servarica.com 1
linode.com 2 solcon.nl 1
surf.nl 2 telekom.de 1
belnet.be 1 tpgtelecom.com.au 1
cesnet.cz 1 verizonbusiness.com 1
constant.com 1 No data 29
csc.fi 1 4
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Never 
Completes 
3-way 
handshake

Scanner:
78.128.114.126

Mainly port
3389 RDP





Endpoint Port 
Scan Similarity
• Some endpoints on 

different domains are 
scanned similarly

• Jaccard similarity
• J=1: same ports, J=0: 

totally different
• Overlap of sets of TCP 

ports scanned
• Clusters J> 0.8

• Cluster 3 
• 20 different domains
• Broad scanners

• Cluster 21 
• 1 domain, UCSD.edu
• Targeted scanning
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LightScope, Telescopes, and Honeynets

LightScope sees unique port scan combinations
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Exclusive IPs LightScope sees exclusive scanner IPs
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Commercial Threat Intelligence Platforms

• LightScope 
observed 13,667 
IPs logging into 
honeypot ports 
and running 
commands

• GreyNoise 
classified 74% 
as malicious

• AbuseIPDB 
recommended 
blocking 58% 
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Conclusion

• Closed ports on live production hosts are a useful new 
measurement vantage point

• www.lightscope.isi.edu
• Email: kapitans@isi.edu
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Backup Slides
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Future Work

• De-sharding large-scale scanning campaigns based on behavior 
and temporal analysis
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Multi-domain Attackers

Exclusivity increases down the attack funnel
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Metrics
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• Measure how much our observations add to those from 
telescopes and honeynets

• Quantify visibility of different LightScope endpoints
• Leverage previously used metrics, such as:

• Exclusivity: number/percentage of scanners seen in no other source
• Jaccard-based similarity: how a given scanner scans ports on different 

vantage points (1 – identical ports, 0 – no overlapping ports)



Interdomain Endpoint Scanning Differences

• Endpoints, even on the 
same network, can be 
scanned differently
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Related Work

closest related work (2005), honeypot 
only, not deployed anywhere, concept 
only
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Deployed ASNs
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Multi-domain Attackers

Exclusivity increases down the attack funnel
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