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Internet operations

@O
lacnic®



Traffic delivery i1s a fundamental aspect of
Internet operations
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Autonomous Systems
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In practice, routes are never fully stable...

Traffic engineering Is a constant need, driven by
application demands, network failures, and customer
satisfaction

This game is

unplayable right now!
Why is it lagging so
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application demands, network failures, and customer
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When instability occurs, it has consequences
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When instability occurs, it has consequences

Increased Packet
Latency Loss

@O
lacnic®

11



When instability occurs, it has consequences
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Increased Packet Service
Latency Loss Outages
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Our goal is to understand the dynamics of
BGP routing instability, investigating the
following aspects:
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Our goal is to understand the dynamics of
BGP routing instability, investigating the
following aspects:

=,

Q1 - How unstable is the BGP? Q2 - What is changing? Q3 - How do routing changes
propagate across the

Internet ?
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Data sources and methodology

Routing Data

RIPE
NCC

RIPE NETWORK
COORDINATION
CENTRE
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Data sources and methodology

Routing Data

RIPE
NCC

RIPE NETWORK
COORDINATION
CENTRE

Selected Collectors

=@ RRCOO0 - Amsterdam, NL

g‘f: RRC24 - Montevideo, UY
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Data filtering

Only monitors announcing a full routing table were considered

Full table thresholds

2 850.000

announced prefixes

2 180.000

announced prefixes
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Data filtering

Only monitors announcing a full routing table were considered

Full table thresholds Collection Period

2 850.000

announced prefixes

2 180.000

announced prefixes
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We Investigate the instability across
three scenarios

(Regional prefixes identified using LACNIC delegated files)
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We Investigate the instability across
three scenarios

(Regional prefixes identified using LACNIC delegated files)

GLOBAL

\_

IPv6 2.1M

Announcements

198M

Withdrawals

49 M

/ IPv4 6.6M \

/
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We Investigate the instability across
three scenarios

(Regional prefixes identified using LACNIC delegated files)

GLOBAL €) LACNIC
/ IPv4 6.6M \ / IPv4 104k \
IPv6 2.1M IPv6 26.4k
Announcements Announcements
198M 21.7M
Withdrawals Withdrawals
49 M 14 M
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24

@O
lacnic®



We Investigate the instability across
three scenarios

(Regional prefixes identified using LACNIC delegated files)

GLOBAL €) LACNIC & PANAMA
/ IPv4 6.6M \ / IPv4 104k \ / IPv4 404 \
IPv6 2.1M IPv6 26.4k IPv6 58
Announcements Announcements Announcements
198M 21.7M 9.5k
Withdrawals Withdrawals Withdrawals
49 M 1.4 M 2.3k
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Our goal is to understand the dynamics of
BGP routing instability, investigating the
following aspects:

Q1 - How unstable is the BGP?
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@ Effective changes

Not all updates are equal but most of o Redundant
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Not all updates are equal but most of - Redundan
them matter ... ® Withdrawals
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GLOBAL

® 66.5% :

IPv4 51.9% | IPv6 48.1%
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But what is actually changing inside
these updates?

CDF of changed attributes per update

1.0 1 —e— Global —_— i ®
—®— LACNIC
—®— Panama
0.8 -
=
=
4t
(&)
Z 0.6
(D)
=
-
©
£ 0.4 -
=
(&
0.2 -
0-0 T T T T T
1 2 3 4 5

Number of distinct attributes changed per update
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But what is actually changing inside

these updates?

Cumulative fraction

1.0

0.8 A

0.6 -

0.4 A

0.2 4

0.0

CDF of changed attributes per update

—@&— Global
—®— LACNIC
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covers 96 - 99% of
all effective

updates

2 3 a
Number of distinct attributes changed per update
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But what is actually changing inside

these updates?

Cumulative fraction

CDF of changed attributes per update
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1.0 {|—e— Global —— i ®

—e— LACNIC

—e— Panama < 2 attrs
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covers 96 - 99% of 1 Att: 49.2% - 53.3%
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Number of distinct attributes changed per update
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Now, which attributes are behind these
changes?

60%

50% -

% of Total Changes by Scenario

10% A

0% -

Attribute Change Popularity

40% -

30% -

20% -

50.9%

48.5%

a7.2% 47 .1%

s Global
s LACNIC
s Panama

9.1%

2.3%
0.6%

AS_PATH COMMUNITIES
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Now, which attributes are behind these fﬁea

changes?

Attribute Change Popularity

60%
mam Global

mmmm LACNIC
50.9% AS_PATH and Communities |[mmiibiakbiatkiis
50% - a8.5% . .
dominate all scenarios

40% -

30% -

20% -

% of Total Changes by Scenario

10% - 9.1%

0% -
AS_PATH COMMUNITIES ORIGIN
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0.052% ~0.06%
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How do we measure propagation?
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A prefix receives We identify all
an ef:;ec’rlve monitors announcing
update that prefix
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A prefix receives We identify all We count how many of
an ef(fjec’rlve monitors announcing  them saw the same
update that prefix change
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How do we measure propagation? a' @
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A prefix receives We identify all We count how many of  aAggregated across all
an ef;ec’rlve monitors announcing  them saw the same prefixes ->CDF
update that prefix change

Repeated for every effective update IPv4 and IPv6 analyzed separately
-across all three scenarios
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Tracking the reach of routing changes

Cumulative ratio of changes

CDF of Visibility Changes - IPV4
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Tracking the reach of routing changes

Cumulative ratio of changes
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Tracking the reach of routing changes ﬁew

CDF of Visibility Changes - IPV4
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Tracking the reach of routing changes ﬁQQ

CDF of Visibility Changes - IPV6
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Tracking the reach of routing changes ﬁQQ

CDF of Visibility Changes - IPV6
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Tracking the reach of routing changes

Cumulative ratio of changes

CDF of Visibility Changes - IPV6
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In summary ...
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In summary ...

e Q1- Over 60% of BGP updates

/\} represent effective routing changes,

B .I with LACNIC reaching 81.7%, the
highest across all scenarios.
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with LACNIC reaching 81.7%, the
highest across all scenarios.

Q2- AS_PATH and COMMUNITIES
dominate attribute changes (~95%),
with updates modifying at most 2
attributes in over 96% of cases
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In summary ...

e Q1- Over 60% of BGP updates
/\}I represent effective routing changes,
b

with LACNIC reaching 81.7%, the
highest across all scenarios.

Q2- AS_PATH and COMMUNITIES
dominate attribute changes (~95%),
with updates modifying at most 2
attributes in over 96% of cases

Q3 - Most BGP routing changes remain locally, 50% of
@ IPv4 changes are seen by 7z monitors, while IPv6

changes propagate more widely, reflecting a more
interconnected deployment.
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In summary ...
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interconnected deployment.
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In summary ...

e Q1- Over 60% of BGP updates What iS next ...
/\}I represent effective routing changes,

with LACNIC reaching 81.7%, the
highest across all scenarios.

Q2- AS_PATH and COMMUNITIES
dominate attribute changes (~95%),

with updates modifying at most 2 Q4 - Who is causing
attributes in over 96% of cases the instability?

Q3 - Most BGP routing changes remain locally, 50% of
@ IPv4 changes are seen by 7z monitors, while IPv6

changes propagate more widely, reflecting a more
interconnected deployment.
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* ' Questions ?

Milena Bueno
° ®* milenabueno@furg.br

In summary ...

e Q1- Over 60% of BGP updates What iS next ...
/\1 represent effective routing changes,

with LACNIC reaching 81.7%, the
highest across all scenarios.

Q2- AS_PATH and COMMUNITIES
dominate attribute changes (~95%),

with updates modifying at most 2 Q4 - Who is causing
attributes in over 96% of cases the instability?

Q3 - Most BGP routing changes remain locally, 50% of
@ IPv4 changes are seen by 73 monitors, while IPv6

changes propagate more widely, reflecting a more
interconnected deployment.
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