
Routing Under Siege: How Traffic Engineering 
Decisions Facilitate Prefix Hijackings

Renan Barreto, Leandro Bertholdo, Pedro Marcos

May 2026

renan.barreto@furg.br



Traffic delivery is key for Internet operations

2



Traffic delivery is key for Internet operations

3

Application 
requirements and 

performance



Traffic delivery is key for Internet operations

4

Application 
requirements and 

performance

Increasing 
connectivity



Traffic delivery is key for Internet operations

5

ASes use traffic engineering techniques to improve 
performance and resilience

Application 
requirements and 

performance

Increasing 
connectivity



Prefix Hijack events affects the Internet

6



Prefix Hijack events affects the Internet

7

These occur when an AS announces a 
prefix that it does not own



Prefix Hijack events affects the Internet

8

These occur when an AS announces a 
prefix that it does not own, or a path to 
another AS, which it does not possess



Prefix Hijack events affects the Internet

9

These occur when an AS announces a 
prefix that it does not own, or a path to 
another AS, which it does not possess



Prefix Hijack events affects the Internet

10

These occur when an AS announces a 
prefix that it does not own, or a path to 
another AS, which it does not possess



Prefix Hijack events affects the Internet

11

These occur when an AS announces a 
prefix that it does not own, or a path to 
another AS, which it does not possess



Prefix Hijack events affects the Internet

12

These occur when an AS announces a 
prefix that it does not own, or a path to 
another AS, which it does not possess



Prefix Hijack events affects the Internet

13

These occur when an AS announces a 
prefix that it does not own, or a path to 
another AS, which it does not possess



Prefix Hijack events affects the Internet

14

Malicious ASes can delay, discard, or intercept data

These occur when an AS announces a 
prefix that it does not own, or a path to 
another AS, which it does not possess
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PoPs/Muxes were selected considering quality, stability and geographical 
diversity: amsterdam01, ufmg01, neu01, vtrjohannesburg, and vtrseoul

Data plane targets are based on the ANT IP list where:
● Only responsive targets were used;
● Hosts with unavailable geolocation data (Per MaxMind DB) where 

discarded;
● Maximum 5 entries per AS.

In total, 127,421 responsive targets across 45,462 ASes

ASNs used: 61574 and 61575
Prefix used:187.164.226.0/23 and its sub-prefixes

PoP
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Prefix length experiments were run between 16/11/2024 and 22/11/2024.
ASPP were run between 24/01/2025 and 05/02/2025.
Selective announcement experiments were run 17/02/2025 and 18/02/2025.

We measure the impact in the control plane and data plane as:

  Impact Percentage = Monitors/Hosts Hijacker   x 100
                                    Monitors/Hosts Victim

Due to limitations, we restrict our experiments to IPv4 
and type-0 hijacks. No ROAs were created or 
modified
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What is the current state of ITE 
usage and its potential impact on 
security?

Our goal is to understand the how traffic engineering 
decisions affect routing security
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Not announcing to a specific neighbor leads to a lower impact
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Our goal is to understand the how traffic engineering 
decisions affect routing security

What is the current state of ITE 
usage and its potential impact on 
security?
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● Prepend usage
○ 0-1: Safe
○ 2: At Risk
○ 3 or More: Not Safe

● Peers/Providers
○ 1: Unsafe
○ 2 or More: Safe

● Prefix length
○ /24: Safe
○ /23: At Risk
○ /22 or Shorter: Not Safe

Most of the address space is announced in 
prefixes shorter than /23
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By combining the three analyses, most of the address space exhibits 
characteristics that may facilitate the impact of a prefix hijack
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Of the address space we consider insecure, only 33.25% has ROAs with a 
max length equal to the announcement



In Summary…

73



In Summary…

74

RQ1:The techniques 
influence the likelihood of a 
hijack. Attacks using longer 
prefixes are effective



In Summary…

75

RQ1:The techniques 
influence the likelihood of a 
hijack. Attacks using longer 
prefixes are effective

RQ2: 61.4% of the address 
space has security risks



In Summary…

76

RQ1:The techniques 
influence the likelihood of a 
hijack. Attacks using longer 
prefixes are effective

RQ2: 61.4% of the address 
space has security risks

Limit ASPP to only the 
necessary to achieve 
routing objectives.



In Summary…

77

RQ1:The techniques 
influence the likelihood of a 
hijack. Attacks using longer 
prefixes are effective

RQ2: 61.4% of the address 
space has security risks

Limit ASPP to only the 
necessary to achieve 
routing objectives.

Create and validate ROAs. If 
possible keep max length inline 
with current announcements.



In Summary…

78

RQ1:The techniques 
influence the likelihood of a 
hijack. Attacks using longer 
prefixes are effective

RQ2: 61.4% of the address 
space has security risks

Limit ASPP to only the 
necessary to achieve 
routing objectives.

Create and validate ROAs. If 
possible keep max length inline 
with current announcements.



In Summary…

79

RQ1:The techniques 
influence the likelihood of a 
hijack. Attacks using longer 
prefixes are effective

RQ2: 61.4% of the address 
space has security risks
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Limit ASPP to only the 
necessary to achieve 
routing objectives.

Create and validate ROAs. If 
possible keep max length inline 
with current announcements.


